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Windows Firewall (1/2) ﬂ et

m Windows firewall has been a standard component since
Windows XP and Windows Server 2003

m Microsoft developed Windows firewall after disaster of
"Blaster" and "Sasser" worm attacks and consequent criticism
of the protection of Windows systems

m Has network profiles with different restrictions:

ﬂ Windowes Firewvall - [m]

o Private networks

« v ﬂ » Control Panel » Systern and Security » Windows Firewall v O Search Contral Panel pel

Help protect your PC with Windows Firewall

Control Panel Home

H O m e O r WO rk I a Ce n etWO rks Windows Firewall can help prevent hackers or malicious software frem gaining access to your PC through the
Allow an app or feature ernet or a network.

Ints
through Windows Firewall
& Change notification settings l v Private networks Not connected

H H H ) Turn Windows Firewall on or
— I e a n p rI n e r S a rI n g ’ off Networks at home or work where you know and trust the people and devices on the network

G Restore defaults

‘Windows Firewall state: On
oy
Ad d setti
netWO rk reco N |t| On % Advanced settings Incoming connections: Block all connections to apps that are not an the list
LI I ] Treubleshoot my network of allowed apps
Active private networks: None

- Netification state: Notify me when Windows Firewall blocks a new app
D G ueSt or pu bI IC networks lo Guest or public networks Connected )

Networks in public places such as sirports or coffee shops

— Strong restrictions, o

Incemin: g conne ctions: Block all connections to apps that are net on the list
of allowed apps

incoming connections . I
mostly not allowed

Network and Sharing Center
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Windows Firewall (2/2)

ﬂ ‘Windows Firewall with Advanced Security
File Action View Help

ke ANl (NEN 7|

m Active rules can be viewed, T e

3 Inbound Rules =

&3 Outbound Rules Name Group Profile Enabled Action ™
24 Connection Security Rules || & Remote Assistance (SSDP TCP-In) Remote Assistance Domai.. Ves Allow
changed, and turned o Bl Tt v o
’ @ Remote Assistance (TCP-In) Remote Assistance Domai.. Yes Allow
Remote Assistance (TCP-In) Remote Assistance Public Neo Allow
. 9 Remote Desktop Remote Desktop Domain  Yes Allow
[ ] I n t rO d u Ctl O n Of n e W ru I e S . Remote Desktop - Shadow (TCP-In) Remote Desktop Al Ne Allow
. Remote Desktop - User Mode (TCP-In) Remote Desktop All Neo Allow
Remote Desktop - User Mode (UDP-In) Remote Desktop All Neo Allow
Remote Event Log Management (NP-In)  Remote Event Log Manage... Domain Mo Allow
ro ra m — b a s e d Remote Event Log Management (NP-In) Remote Event Log Manage...  Private.. No Allow
D Remote Event Log Management (RPC)  Remote Event Log Manage...  Private.. Mo Allow
Remote Event Log Management (RPC)  Remote Event Log Manage... Domain Mo Allow
Remote Event Log Management (RPC-EP... Remote EventLog Manage.. Deomain Mo Allow
|:| O rt ba sed Remote Event Log Management (RPC-EP... Remote EventLog Manage...  Private.. Mo Allow
[ ) -
0 MNew Inbound Rule Wizard X
. Rule Type
o predefined St th e rowal e o ot
Sieps:
d f' d ® Rule Type What type of rule would you like to create?
O user daerine R
@ Action @® Program
@ Frofile Rule that cortrols connections for a program.
@ MName ) Port
Rule that controls connections for a TCP or UDP port
) Predefined:
AllJoyn Router ~
Rule that controls connections for a Windows experience
O Custom
Custom rule

< Back Nexdt > Cancel
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Establishing a Rule to Block
a Particular Program (1/4)

Navigate to

Control Panel - System and Security > Windows Firewall
m Call up Advanced settings

m Create new rule:
O program-based
o port-based
o predefined
o user defined

m We have chosen
program-based
for our example
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ﬂ Windows Firewall

Actions

Control Panel Home

Cutbound Rules

&
7 Filter by Profile
S Filter by State

Allow an app or feature
through Windews Firewall

9 Change notification settings

&) Turn Windows Firewall on or
off

& Restore defaults

% Advanced settings

Trouhbleshont mw netwnrk

&« “ 4 @ s Control Panel »

System and Security > Windows Firewall

v O Search Control

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicicus software from gaining access to

Internet or a network.

. Q Private networks

Nc

Metworks at home or work where you know and trust the people and devices on the net

Windows Firewall state:

Incoming connections:

@ New Outbound Rule Wizard

Rule Type
Select the type of firewall rule to create

Steps:

@ Rue Type What type of rule would you like to create?

@ Program

o o = 1
@ Profile Rule that controls connections for a program

@ Nams O Port

Rule that controls connetions for a TCP or UDP port
O Predefined:
Aldoyn Router

Rule that controls connections for a Windows experience

O Custom
Custom e

<8k

x .
ivate networks:

ion state:

Guest or public networks

s Firewall state:

g connections:

ublic networks:

ion state:

On

Block all connections to apps that
of allowed apps

Mone

Motify me when Windows Firewall

s in public places such as airports or coffee shops

On

Block all connections to apps that
of allowed apps

Maone

Matify me when Windows Firewall
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Establishing a Rule

to Block

a Particular Program (2/4)

m Select the respective program

o Selection along the installation path, e.g. ownCloud

0 Mew Cutbound Rule Wizard

Program

Steps:

@ Rule Type
& Program
@ Action

@ Profile

@ Name

m Select the action to be performed, e.g. "Block the connection”

Specify the full program path and executable name of the program that this rule matches

Does this rule apply to all programs or a specific program?

(O All programs
Rule applies to all connections on the computer that match other rule properties.

® This program path:
[22ProgramFiles% eB6)\ownCloud\owncloud exe [ Browse |

BExample: c:\path'\program.exe
% ProgramFiles % \browser'browser.exe

x

ﬂ Mew Outbound Rule Wizard

Action

Steps:

@ Fule Type
@ Program
@ Action
@ Profile
@ Name
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Specify the action to be taken when a cf

onnection matches the conditions specified in the ule.

What action should be taken when a connection matches the specified conditions?

() Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure
This includes enly connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node
Customize

(@) Block the connection

*
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Establishing a Rule to Block

a Particular Program (3/4)
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m Select the types of networks to which the rule is to be applied

ﬂ Mew Qutbound Rule Wizard *

Profile
Specify the profiles for which this nule applies.

Steps:
@ Rule Type When does this nule apply?
@ Program
@ Action [ Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name [ Private
Applies when a computer is connected to a private network location, such as a home
or work place.
M Public

Applies when a computer is connected to a public network location

m Finally, name of the rule and optional description specified

@ New Outbound Rule Wizard x

Name
Specify the name and description of this rule.

Steps:
@ Rule Type
@ Progam
@ Action
@ Proflle Lam
‘Block ownCloud
@ Name
Description {optional):
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Establishing a Rule to Block ﬂHasso
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m Rule is now active and prohibits outgoing connections of the
ownCloud application

@ Windows Firewall with Advanced Security

Eile  Action View Help
o= @ [
9 ‘Windows Firewall with Advance e GRS LTS
Inbound Rules N
Outbound Rules rou

B Connection Security Rules (3 Block ownCloud
> %, Menitoring 19 Allloyn Router (TCP-Out) Allloyn Router

Name

@ Alloyn Router (UDP-Out)
@ Alloyn Router (UDP-Out)

m ownCloud application can no longer connect to the server

wse ownCloud X
Activity  General  Metwork
No connection to ownCloud a . timeou n
1

v Synchronizing with local folder |E|
Yi\Sec

Add Folder Sync Connection
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